Windows 7

Wireless Connectivity Guide

Step 1: Open the START menu.
Version 2.0

Step 2: Click on Control Panel.
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Step 4: Click on Set up a new connection or network.
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Step 5: Click on Manually connect to a wireless network and click Next.

Choose a connection option

=

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L Setupanew network
agr, Configure a new router or access point.

onnect to a wireless network

o a hidden ork or create a new wi

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Set up a disl-up connection
Connect to the Internet using a dial-up connection.
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Step 6: Ensure name is set to “RRCWireless” (case sensitive)
Ensure security type is set to “WPA2-Enterprise”

Ensure encryption type is set to “AES”
Click Next.

Netwark name:
Security type:

Encryption type:
Security Key: [ MHidecharacters

[/] Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.




Step 7: Click on Change connection settings.
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Step 8: Click on the Security tab
Ensure the Choose a network authentication method is set to “Microsoft: Protected EAP (PEAP)”
Click on the Settings button.
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Choose a network authentication me#od;
[Microsoft: Protected EAP (PEAP) - [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK ] [ Cancel




Step 9: CHECK Validate server certificate
UNCHECK Connect to these servers:
CHECK “Entrust.net Certification Authority (2048)
UNCHECK Enable fast reconnect
Click the Configure button.
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Step 10: Ensure “Automatically use my Windows logon name and password (and domain if any)” is unchecked
Click OK.

F B
EAP MSCHAPV2 Properties [

When connecting:

] HAutomatically use my Windows logon name and
password (and domain if any).

[ ok | [ cancel |

Step 12: Click on the Advanced settings button.



Step 13: CHECK the Specify authentication mode
Select “User Authentication”
Click the Save credentials button.
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Advanced settings

802. 1X settings
thenh'mh'on mode:
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[User authentication '] [ Save redentials

Delete credentials for all users

[C] Enable single sign on for this netwark

(@ Perform immediately before user logon
Perform immediately after user logon
Mazximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANSs for machine
and user authentication

Step 14: In the User name field enter your username
In the Password field enter your password
Note that your username and password are the same ones you use to access the RRC network.

Windows Security ‘? P

Replace credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).
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Step 15: Click the OK button
Click the OK button
Click the Close button.



